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#!/bin/bash

# Set the environment

PRIVATE KEY ES256=hagued4offices private.pem
PUBLIC KEY ES256=hagued4offices public.pem
CLIENT NAME=DAS

# Generates the ES256 keys
openssl ecparam -genkey -name prime256vl -noout -out "${PRIVATE KEY ES256}"

# Extracts the public key
openssl ec -in "${PRIVATE KEY ES256}" -pubout -out "${PUBLIC KEY ES256}"

# Generates an x509 certificate

CERT KEY ES256=es5256 cert.pem

OPENSSL CONF=./openssl.cnf

CERT CN="${CLIENT NAME} private key jwt authentication"

# Build the certificate config file

printf '[ req ]\n' > "${OPENSSL CONF}"

printf 'prompt = no\n' >> "${OPENSSL CONF}"

printf 'distinguished name = req distinguished name\n' >> "S${OPENSSL CONF}"
printf '[ reqg distinguished name ]\n' >> "${OPENSSL CONF}"

printf 'CN = %s\n' "${CERT CN}" >> "S${OPENSSL CONF}"

# Creates the x509 certificate

openssl req -x509 -new -config "S${OPENSSL CONF}" -key "S$S{PRIVATE KEY ES256}" -out
"${CERT KEY ES256}"
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#!/bin/bash

PRIVATE KEY ES256=es256 private.pem

CLIENT ID=das-api-auth
SCOPE="das-api/das-access"
ISSUER="https://logindev.wipo.int/am/ocauth2"

# https://logindev.wipo.int/am/oauth2/.well-known/openid-configuration
OIDC_CONFIG JSON=$ (curl -k "${ISSUER}/.well-known/openid-configuration")

# Generic way to obtain the token endpoint

TOKEN ENDPOINT=$ (printf '$s' ${OIDC_ CONFIG JSON} | jg -r ".token endpoint")
UTC TIME=S (date -u +%s)

EXP TIME=S (expr "SUTC TIME" + 10)

JWT ID=Unlqu3i0

JSON="{"

JSON=§ {JSON} $ (printf '"iss":"%s"' S{CLIENT ID})
JSON=§ {JSON} $ (printf ',"sub":"%s"' S${CLIENT ID})
JSON=§ {JSON} $ (printf ',"aud":"%$s"' S${TOKEN ENDPOINT})
JSON=§ {JSON} $ (printf ', "exp":%s' S${EXP TIME})

JSON=$ {JSON} '}’

JSON HEADER B64=$ (printf '{"alg":"ES256","typ":"JWI"}' | jg -cj | base64 -w0 | tr -d
'\n:' ‘ tr v+/v 1_71)
JSON PAYLOAD B64=$ (printf SJSON | jgq -cj | base64 -w0O | tr -d '\n=' | tr "+/' '= ')

JSON_SIGNATURE ASN1 B64=S (printf '%$s.%s' $JSON HEADER B64 $JSON PAYLOAD B64 | openssl

dgst -sha256 -sign"${PRIVATE KEY ES256}" | openssl asnlparse -inform DER | base64 -w0)
JSONisIGNATUREiHEX=$(printf $JSON7$IGNATURE7ASN17B64 | base64 -d | sed -n '/INTEGER/p'
| sed 's/.*INTEGER\s*://g' | sed -z 's/["0-9A-F]//g")

JSON_SIGNATURE B64=$ (printf $JSON SIGNATURE HEX | xxd -p -r | base64 -w0 | tr -d '\n='
‘ tr v+/v 1_71)

JWT ASSERTION=S (printf '$s.%s.%s' $SJSON HEADER B64 $SJSON PAYLOAD B64
SJSON_SIGNATURE B64)

# echo $JWT7ASSERTION
# Access token private key jwt
# --insecure is only needed when testing within WIPO premises (because of the
Proxy...)
curl \
--header "Content-Type: application/x-www-form-urlencoded" \
--data-urlencode "grant type=client credentials" \
--data-urlencode scope="S${SCOPE}" \
-—-data-urlencode "client assertion type=urn:ietf:params:cauth:client-assertion-
type:jwt-bearer" \
--data-urlencode "client assertion=${JWT ASSERTION}" \
--url "${TOKEN4ENDPOINT}"


https://logindev.wipo.int/am/oauth2
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The Hague System for the international Registration of industrial Designs provides a practical business solution for registering up 1o 100

designs in 74 contracting pares, covering 81 courrries, through the Ming of a single imemational application.
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Hello message with tha provided rame(nathig If nat provided)

i Secured by oauth_2_0
Public Hague senvices suppons OAuth 2.0 for authenticating all API requesis.

HTTP slatus code 200

Hello message processed successiully
Body

Media type: application/:ami

Type: any

Security

Secured by oauth_2_0

Headars
- Authorization: requireciatring)
Usid to send a valid Oluth 2 access token,
HTTP status code 401
Unauthorized acoess. This can happen if the user's access token is not present of the acoess token is wrong, expired .-

Body
Melia type- applicationami
Type: any
Example:
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