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The Postman request:

1.1.1.1.- getToken

none @ form-data code \ binary

KEY

grant_type

uth:client-assertion-type;jwi-bearer

Request configuration

a.- Headers

Standard headers, nothing to update here.
KEY VALUE

Postman-Token () <calculated when reque nt=

<]

Content-Type (Z) application/x-www-form-urlencoded

(<

Content-Length Z) <calculated when request is sent>

(<

Host (i) <calculated when request ent>

<

User-Agent Z) PostmanRuntime/7.30.0

Q

Accept

(<

Accept-Encoding (i) gzip, deflate, br

o

Connectio L) keep-alive

b.- Body

Values that are used for this demo:

Key Value Notes

grant | client_credentials

_type

scope | das-api/office- type of access to give to the user
exchange

client | urn:ietf:params: standard jwt bearer authentication

_asse  oauth:client-
rtion_t = assertion-type:

ype jwt-bearer

client = {{client- value to be retrieved from the Postman environment. Before executing this request, please generate your
_asse | assertion}} assertion as per indicated in these pages: e.3.- Executing the sample scripts under linux or e.4.- Executing the
rtion sample scripts via docker. Then update the Postman environment with the obtained JWT assertion


https://www3.wipo.int/confluence/pages/viewpage.action?pageId=1312555061
https://www3.wipo.int/confluence/display/dascg/e.3.-+Executing+the+sample+scripts+under+linux
https://www3.wipo.int/confluence/display/dascg/e.4.-+Executing+the+sample+scripts+via+docker
https://www3.wipo.int/confluence/display/dascg/e.4.-+Executing+the+sample+scripts+via+docker
https://www3.wipo.int/confluence/pages/viewpage.action?pageId=1312555061

none form-data

(<

ent-assertion-ty

1T

c.- Pre-request script

Nothing here.

d.- Tests script

The following script is executed after the request is sent, to evaluate the response and also to set up environment variables (if they are needed for
following requests)

/1 following test will verify the expected response code for this request
pmtest("Status code is 200", function () {
pm response. t 0. have. st at us(200);

s

/1 tests validate the reception of the access code from das
pmtest("Recei ved ACCESS- TOKEN for DAS access", function () {
var jsonData = pmresponse.json();
pm expect (j sonDat a. access_t oken) . not. eql (undefi ned);
if (jsonData.access_token !== undefined) {
consol e. |l og("access-token recei ved: "+ sonDat a. access_t oken)
//the new access token is saved in the postman environment for use in the other requests.
pm environnent. set ("access-token", jsonData.access_token);

IO

Expected response

e.- Body

In this case the body will mainly show the access token provided y the time left for its use.

Body Cookies eaders (12) Test Results (2/2) [ 53 Save Respol

Pretty Raw

=53

ey JzdWIi0ilkyXMtaWItYXBpLWlkMSISImNOcyI6TkIBVVRIMIGT URU
ZGY5ZDgtNIA3NIMETiwiaXNz I oiaHRACHMELY9sb2dpbmR1d
1¥XJ1ciTIsImFldGhHemFu

1111701 YWNIZXNZX3RY
kTjoibklia2FhMiFKbGYYQ v iLCIu¥mYi03E2N
Ui0137bG11bnREY3ILZGVUdGLhBHMILCIZY29WZSI6Ny IKYXMEYXBpL29mZm] 1Z511eGNoYY 3dLCIhd¥RoX3RpbWUL0TE2NZ N IxMDASINILY

aWFaIjoxNc3MDYyMT Rd bWxGRA51Ym1id3NgMDNYbHRKM2

W

WFwaS1pZ

mVzX21luljozN]
6BEe9-trLhGENYEMZ-YgFn

6kevZyBUI9TFPUIES_GNRY UK

"Bearsxr",

5 "expires_in": 3599



f.- Headers
Normal headers.

Body Cookies Headers (12) Test Results (2/2)

€% sStatus: 200 0K Time: 2215 Size: 1.54 KB

KEY VALUE

Date @ Wed, 22 Feb 2023 10:35:00 GMT
Server @ Apache
Strict-Transport-Security @  max-age=31536000
X-Frame-Options @ SAMEORIGIN
X-Content-Type-Options @  nosniff

Pragma @ no-cache

Cache-Control @  no-store

Accept-Ranges @ bytes

Vary @ Accept-Charset,Accept-Encoding, Accept-Language, Accept,Origin
Content-Type @  application/json

Connection @ close

Transfer-Encoding @  chunked

Save Response

g.- Test results

This depends on the test we set up in the test script

Body Cookies Headers (12) Test Results (2/2)

All Passed Skipped Failed

UGN Received ACCESS-TOKEM for DAS access

Status code is 200
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