a.- Generating the public and private key

® Using PuTTYGen (Windows)
O Generate Key Pair using the PUTTYGen application
© Save the Key Pair

® Delivery of the public key to WIPO

Using PUTTYGen (Windows)

PuTTYGen can be installed separately or together with WinSCP (Free Windows SFTP/SCP client)

G} It can be downloaded from :
As part of WinSCP - downloaded from https://winscp.net/
or

PuTTYGen(alone) - download from https://www.puttygen.com/

After downloading the package, run it.

If you chose WinSCP, select your desired language and then select “Typical Installation”, which includes PuTTYgen and Pageant. Follow the
installation instructions.

@ For WinSCP, after installation finishes, you can find PuTTYGen in the menu:
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Generate Key Pair using the PuTTYGen application

In both cases the PUTTYGen usage is the same, it is used to create the authentication keys as explained below:

® Select “RSA” for the “Type of key to generate”, with 2048 bit key size or greater.
® Press the “Generate” button and follow the instructions on the screen.


https://winscp.net/
https://www.puttygen.com/

EF PuTTY Key Generator
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Actions

Generate a public/private key pair Generate
Load an existing private key file Load

Save the generated key Save public key Save private kKey
Parameters

T of key to generate:

(gﬂessn 2 DSA () ECDSA () Ed25519 ) S55H-1 (R5A)
Number of bits in a generated key: [2048

1 Important
Please note that, as indicated, you will need to move the mouse cursor within the indicated area in order to complete de process:
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Please generate some randomness by moving the mouse over the blank area.

&

NN N
N [y
[y

Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:

BSA DSA ECDSA EdDSA S5H-1 (RSA)
Mumber of bits in a generated key: 2048

® When the key generation is complete, the screen looks like below:
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Public key for pasting into OpenSSH authorized_keys file:

sshasa ~
AAAABINzaC Tyc 2ZEAAAABJGAAAQEAN EpwssmpsdnfwS2LB/JBDL94PmIAW /G Bgdi
rZeVG+X0th 7 1afgrSY 2 Bns2Eq Uxsh5W Te2xYn

+eoch 21 X0K5IpNe BAw 12e % 0/wMbiV 2t JfxyC Xs ZX 1ps ADwL2rRBOoOkhypspRJDPr/RO

TdmLeM w
Key fingerprint : |ssh-rsa 2048 de:ab:d4f8:4c:70fc fa:12:63:dd:4d:05:87:dc:6b |
Key comment: [rsakey-20190819 |
Key passphrase: |§-0-~|--- |
Confirm passphrase: |§-1-1-1- |
Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
T of key to generate:

Cép;SA O DSA ) ECDSA () Ed25519 () SSH-1 (RSA)

MNumber of bits in a generated key: 2048

® Enter a strong passphrase and remember it. You will be prompted to type it when you use this key. The passphrase is never sent to the
remote server.

Save the Key Pair

1. Press the “Save public key” button to save your public key. Name it using the suggested account name, with the extension *“.
pub” (Example: ipob_jsmith.pub or ipob_cr.pub)

2. Press the “Save private key” button to save your private key. Give it the same name but with “.ppk”extention (ipob_jsmith.ppk or ipob_cr.
PPK)

? PuTTY Key Generator >
File Key Conversions Help
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Public key for pasting into OpenS5H authorized_keys file:

ssh+sa A
AAAABINzaC Tyc 2EAAMADAGABAAABAG DL Y2 UpIOh Ton LG FalU 701/ R\WhaoM4Skw Y Bo 08UdC Natp BuspvQ

/g55agA0dBCWhIMVLEZdMM 1iymg8 TP FKxLMscF 1w 33MZVnMAloiBW 2e LCU Bmyv e Xm AGSP BaRktocyBGn U
sTPpHHdueSnGIA0e0HBsSYPhFEZACRCvILUFR Egzam Sinf4LR1Ghx AL THXP 1ALh260 Avy35+hwuDbl/Foh

+/gal3/BQIwjACo 1Hstqy A7Q041b 1/GEF8rkdzx BB TP 7rim ubntK2d 3AGVDIG v
Key fingerprint: |55h-rsa 2048 SHAZBE: Myjk|Lv/zwm,ZBLFBONS 3/ w[jPN1L2G5uDx i ThBTM |
Key comment: Irsakey-20240201 |
Ky passphrase: |----------- |
|

Confirm passphrase: |-----------

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key m m
Parameters 1 2

Type of key to generate:
(® RSA I DSA () ECDSA () EdDSA () S5H-1{RSA)

Mumber of bits in a generated key:




(D Be aware that the format of the key should only be RSA SSH2.

If you view the public key with a text editor, will look like something like this:

---- BEGIN SSH2 PUBLIC KEY ----

Comment: “"rsa-key-26200929"
AAAAB3NzaClyc2EAAAABIQAAAQEALIVgHjz/BttZ0etVeG/Wetfyylm+FSRMTz1bS
+bSGlzWgf5He9zmg46y/B2pVxY7UxQWD5C/xdV5s /P+h+KuOD7NM4ARZFF7VozeH
8UW2G06US+sdkfjasldkfjslospdfsdi21323sfZL2MNbiiIWg2YR15GQI1K73k0

2at7KveB193qro97ZXpE2/mmxQ1lgZ2GVLZBIM+e@qGqS@irDzPjwDGLr9gExs1i39
1foDoSDYvIr8y6e+ktE1vxAQR48xiY13Ybils92gpcbKPO1xMw+2Tdid8qTAV1zZm
uulWdogFceh+nDn91ZTE8Vm2sUu2R+/E@OHexT/EH+@aARCRhhw==

---- END SSH2 PUBLIC KEY ----

Be aware that the sequence of characters will be different and unique (is random characters generated by the process described
above).

Delivery of the public key to WIPO

Rename the files using the suggested account naming convention.

@ Account Naming Convention

Example for individual:

® Private Key: ipob_jsmith.ppk
® Public Key: ipob_jsmith.pub

Example for IPO (using country or organization two-letter code according to WIPO ST.3):

® Private Key: ipob_cr.ppk
® Public Key: ipob_cr.pub

Email your public key to your support contact copying the ipas mailbox (ipas@wipo.int).

(D NEVER SEND THE PRIVATE KEY! Keep it safe.
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