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Usage
The servers can be used with various sftp clients as well as the native openssh sftp binary.

Two options are being explained — setup and connection with WinSCP client and connection using openssh sftp client binary.

WinSCP (for usage from Windows Desktop)
The client should be configured with previously generated private key.

WinSCP supports only PUTTYGen generated ppk keys but it can convert the normal ssh key to ppk format during the client setup.

Detailed steps:

Step 1
= Open WiInSCP and click on NewSite.
= |eave the Protocol (SFTP) and the Port (22) unchanged.

= Fill in the Hostname and the Username as provided by our support representative.

@ Hostname: sftp.wipo.int

Username: ipob_<username> (example: ipob_jsmith)

EIE;I: Login —

[ New Site | Session
MYy Workspace File protocol:
Host name: Port number:
|5ﬁq:|.'.r.'ip-:-.ht =
User name: Password:
|p|:|b_jsrni1i'|
Save i Advanced... ]
Tools - Manage ¥ ST Close Help

[ Show Login dislog on startup and when the last session is dosed



Step 2

® Click on Advanced (marked in blue above)
" Select SSHAuthentication

@ Remove all ticks in the boxes

Advanced Site Settings ? x
Environment [J1 ypass authentication entirely
i Directories o .
Recyde bin Auth =ntication options
i Encryption 1. ttempt authentication using Pageant
: thr:T []. ttempt keyboard-interactive' authentication
i She
Connection Respond with a password to the first prompt
i Proxy
L Tunnel Authentication parameters
55H Allow agent forwarding
i Key exchange i
Private key file:
i~ Authentication e v e
- Bugs m|
Mote
Digplay Public Ke Tools -
GSSAPI
[, ttempt GSSAPI authentication
Allow G55API credential delegation
Color - oK Cancel Help

Step 3

= Click on the field for Private Key (marked in blue above)
= Navigate to your key (the private half of your key pair). If the key is an openssh key then an option to convert it to putty key will be
prompted - accept it.

This PC Desktop WIPO KeyPair » wiki_guide
ew folder
Name . Date modified Type

0, ipob_jsmith.ppk 06/22/2022 2:53 PM PuTTY Private Key ...

smith.ppk

® Click OK to save de advanced settings



Advanced Site Settings

T x
Environment []Bypass authentication entirehy
-~ Directories
Recyde bin Authentication options
-~ Enaryption |:| Attempt authentication using Pageant
:ﬂ [] attempt 'keyboard-interactive’ authentication
- Shel
Connection Respond with a password to the first prompt
Proxy
- Tunnel Authentication parameters
55H Allow agent forwarding
- Key exchange . .
I Private key file:
--Bugs |C:\JJsers\JSmiﬁ]\DEsktup\WIPD\KEyPa\r\pobjsm\ﬂ'l.ppk ™ |
Mote
Display Public Key Tools A
Certificate to use with the private key:
GSSAPL
[[] Attempt GSSAPI authentication
Allow GSSAPI credential delegation

Color b Cancel Help

Step 4

" Click Save to save the selected configuration

ﬁ, Login

I New site Session
P15 My Werkspace
w
Host name: Port number:
|sﬂp.mpn.ht ] 2218
User name: Password:
[ipob_jsmith
Save b Advanced... |'
Tools - Manage ¥ Bl ogin |+ Close Help

[ Shaw Login dialog on startup and when the last session is dosed

® Select a name for the new site/connection, and then click OK

Save session as site 7 )4
Site name:

|WIPO IPOB |
Folder:

|<none:=— ~ |

Save password (not recommended)

[ ]create desktop shortout

Step 5



" You may now select the newly created connection from the list, and click on Login to connect to it any time you need.

B, Login - x
|H_2 New Site | session
My WOIRSpaE File protocol:
A,

|! WIPQ IPOB |.;,_-|-p
Host name: Paort number:
|sﬂp_wi|:o.'r|l 2
User name: Passward:
[ipob_jsmith

Edkt

Advanced..

Toos Manage ¥ Close e

A shaw Login dialog on startup and when the last session is dosed

1 Key-pair password

If you used a password/passphrase when creating your SSH key-pair, a prompt will show asking for the "Key passphrase”

Key passphrase - WIPQ IPOB >

N Searching for host...
K& Connecting to host...
Authenticating...
Using username "ipcb_jsmith".

Authenticating with public key "rsa-key-20220622",

Passphrase for key 'rsa-key-20220622"

Step 6

Finished. You are now connected and may browse, upload or download files as needed.

Openssh SFTP binary (for usage from Windows10, Linux and MacOS)

The binary is installed by default with openssh package on Linux. On Windows 10 it is also part of the Operating System but should be enabled
finstalled first.

To connect to the sftp just use option to point to the private key and the correct credentials:

sftp -i /home/ipob_user/.ssh/ipob_jsmth.key ipob_jsnmth@ftp.w po.int



Are you sure you want To e connecting
Warning: Pe ntly ad S Jipo.int,52.
p.wipo.int.
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