Steps to convert private key from putty format to
openssh format

1. Navigate to the folder where putty is installed.

s PC » Local Disk (C:) » Program Files » PuTTY

o~

Name Date modified Type Size

[] LICENCE 04-07-2017 19:31 File 2 KB
@ pageant.exe 04-07-2017 19:34 Application 307 KB
g,g plink.exe 04-07-2017 19:34 Application 603 KB
E‘E’ pscp.exe 04-07-2017 19:34 Application 613 KB
E‘E’ psftp.exe 04-07-2017 19:34 Application 629 KB
# putty.chm 04-07-2017 19:31 Compiled HTML H... 277 KB
f putty.exe 04-07-2017 19:34 Application 835 KB
g puttygen.exe File description: SSH, Telnet and Rlogin client pAPPlication 398 KB
=] README txt Company: Simon Tatham Text Document 2KB
#2 website g;:i::{gi'giﬁjg_zm? 1934 Internet Shortcut 1KB

Size: 834 KB

2. Double click on puttygen.exe to open the PuttyGen Key Generator.

3.0n the PuttyGen Key Generator, click on the menu FileLoad private key

B PUTTY Key Generator ?

File Key Conversions Help
Load private key
Save public key
Save private key

Exit

Actions

Generate a public/private key pair ! Generate
Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate:

@ RSA () DSA ()ECDSA () ED25519 ()8SH-1(RSA)
Number of bits in a generated key: |24}48

4.Select the private key which has to be converted to the openssh format and click on Open.




This PC > Local Disk (C:) > Program Files

Name

LICENCE
B pageantexe

PuTTY

Date modified ype Siz

719 B

File Key

Conversions Help

& plinkcexe 2 Load private key: X
Eg pscp.exe
2 pstpere ThisPC > New Volume (D) > Tickets > PrivateKey se eKe r
& putty.chm Organize > New folder -
£ puttyexe n ~ - _
g puttygenexe @ OneDrive Name Date modified ype Size
d READMExt > This PC B paprivatekey.ppk 14-01-202 PuT e Ke 2
2 website )
¥ 3D Objects

I Deskiop

= Documents

¥ Downloads

D Music

&) Pictures

B videos

% Local Disk (C:)

< New Volume (D:
v o< >

~| | puITY private Key Files (ppk)

File name: |pg_Openssh.ppk

5.Now from the menu click on ConversionsExport OpenSSH key

6.Save the key by clicking on Save.

E? Save private key as: =
This PC MNew Volume (D:) Tickets PrivateKey Search P eKe 2
Organize ~ New folder iE= v

J 3D Objects ~ Name Date modified Type Size

B Desktop E? pgprivatekey.ppk 14-01-2 PuTTY Private Key 2

=| Documents

¥ Downloads

I Music

=/ Pictures

E Videos

i Local Disk (C)

- New Volume (D2 wilz S

File name: | "privatekeyOpenssh.ppk” ~
Save as type: | All Files (%) e

 Hide Folders Cancel

7.The generated key will be in openssh format.

Please note: There are sometimes errors encountered when connecting to sftp.wipo.int with the private key in putty format(see error
below). In this case it becomes necessary to convert the key to openssh format

om.jocraft.jsch.JSchException: The cipher aE“ZSﬁ chc’ iz required,. but it is
available.

at com.jocraft.jsch.KeyPair. loadPPEC(KeyFPair. ja

at com_jecraft._jsch_KeyPair.load{KeyPair. jav

at com.jocraft.jsch.KeyPair.load<KeyPair.java:561>

at com.jecraft._jsch.ldentityFile.newlnstance{ldentityFile_java:4@>

at com.jocraft.jsch.J3ch.addldentity{JSch. java:486>

at org_wipo._wp_executor. Sftpltil.setupSFIPConnection{Sftpltil. java:-47

at org.wipo.wp.executor. . SftplUtil . uploadExtractedData<Sftpltil. javazi12

at org_.wipo._wp.executor.ExtractionProcessor._maint{ExtractionProcessor.
'?5)

17:86:-12 ERROR ExtractionProcessor:82

ulred hut 1t 1° not availahle.

'aes256—chc?

The cipher
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